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Abstract:
extension /-diversity privacy anonymous model orienting individuals. This model proposes an extension [-diversity principle based

For achieving the different privacy preservation requirements of each individual, this paper presents a personalized

on the traditional /-diversity, and realizes the requirement of personalized protection of relationship between individual and sensitive
value by setting up guarding attributes on sensitive attributes. In the meantime, this paper also proposes a personalized extension /-
diversity inverse clustering algorithm (PELI-clustering) to implement the privacy anonymous model presented in this paper. The ex-
periments show that the proposed algorithm in this paper not only meets the requirements of personalized service, but also produces

similar information loss to the traditional clustering-based [-diversity algorithm with less time cost, which achieves more effective

privacy preservation.
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R 2 B3R 1 RIRETE BRI E 2- 2N E
BRAT R R HERR AT JE P R [ Age ]\ [ Sex ] Fl [ Zip
code ], JEM:F [ Disease | A UEE P, [ Name | AR FR IR
g

*1 HRGNIAEFRBERERE

Name Age Sex Zip code Disease
Fred 24 M 13000 HIV
Andy 25 M 13001 HIV
James 27 M 17000 Flu
Allen 29 M 17001 Cancer
Jacky 30 M 17002 Obesity
Emily 42 F 56000 Pneumonia
Judy 45 F 56010 Indigestion
F2 2-ZHEEAR
No. Age Sex Zip code Disease
1 [2025] M 1300~ HIV
2 [2025] M 1300 HIV
3 [26 30] M 1700 Flu
4 [26 30] M 1700* Cancer
5 [2630] M 1700 Obesity
6 [40 45] F 560" * Pneumonia
7 [40 45] F 560" * Indigestion
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(2) Ly Fn Bt S B0 Ly = Dom(A);

(3) IN; R o R b (8] 45 A S5, BB TP Ry IT
2K TR A hE AR R KA R T ;

(4) Ry Fen 73S v 28719 s ) R 7RG AR

FEIX B AR 7 R P 45 S J2 IR level MR 25 53
THEHRUIHE I ARES O 5 — 2 B level = 1. 181 1 45
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W RALE TR S [ Disease | A RB A IBUE , i1 AR
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W T4
|

| Communieable Diseases | | Noneommunieable Diseases |
I

|HIV | | Pneumonia | I Flu | | Cancerl |0besity | IIndigestionl

1 UK JE M [Disease] i 4k A& 2 244

EX 4 RS IEFRE AT YRR M [Tax (A)
HRAT R A5 N FRAGZ Y 5 AR A i
HFIN S TR ITax (A) W ARR TR, 18R
SUB _ ITax(N) . AR P BT, 4k 4 53 25 Wt o] s
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WA TP
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1€ 56
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TR R R - 2R
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S) | B A2 S5 A 288 v B 1 AN [ R e AL %,
LRV, - 2R - 2R B — ).

EX 6 RIPFBEME. e € T, HEUREEE
e S, ST ¢ BRI R 1. GA JE SUR AR5y BB
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fof—A5 SR
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TR PR A AT 5K IR TR E ¢ GA IR o, A
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SRR LA i B RL 2 ) T AR AU SR Hb, T8 1 PR
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H o, AL FADR 37 75 oK B s, vT DA B R0
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FE AR
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#3 EERPTANIABFEHRERERE

Name  Age Sex  Zip code Disease Guarding attribute
Fred 24 M 13000 HIV [llness

Andy 25 M 13001 HIV [llness

James 27 M 17000 Flu Flu

Allen 29 M 17001 Cancer [llness
Jacky 30 M 17002 Obesity Obesity
Emily 42 F 56000 Pneumonia Communicable
Judy 45 F 56010 Indigestion ~ Noncommunicable
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EX 11 JTABKES.GHEcd o My, HEZ
I BE RS Distance (t;, 1;) % A -

d

Distance (t;,t;) = Dol A =g A0 (3)
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R A TCAL I A — Il B i S A 1B R Rk
Ja T R IR A3 S T B I T 25 R N, WIER 2 25 T
RIS AR N O (Nogre X Noae) s FAERIHS 3 BT
A A PE AT SR 0 TC AL AT U Iz A 44 B
T HUEXT JC 4 1 B AL AL 28 7 F B, T DA B S 1
TR RIS 28 B O ( Ny ) s X0 T 56 4 20 X 84S
S AT — YR I A S AR B2 O (N, ) - 25 1
B BN FEE I LA HE R 0(Nyps) + 0Ny X
Nugte) + OCN i) + O(Nyyie) = O( Ny X (N +3)) =
O(N,l,ple X Nopio) -

k1 SRBEMZEE S-Generalization( SG)

A SN SG, BUBUR PEGR R A2, ML AR BEL S

Hin i R S 2E S6

PR

1. WiRfk:

1.1 SG * = SG;

1.2 temp_SC=(;

2. For (1~ SG " fot4l 1)

2.1 For (54> SC™ AT « HALICH )

2.2.1 W 1. GA ¢ SUB _ ITax(1'. GA)

2.2.2 N temp _ SG = temp _ SGU {11 ;

3. For (B4 temp _ SG HIITTH 1))

3.1 R Prreaer (81) > Streaen » M

3.1.1 AR oy AS AR SN SR B AR A, IR 125 B 3, K
AT —AIodl;

3.1.2 tr ASZAR R oy AS AL A

4. For (B4~ SG = PR T o~ WHAbTTA o)

4.1 R T ASTE L AS (ARIRAY T SUB _ ITax (1. AS)HR

4.2 M/ A =17 A%

5. Return SG*.
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AL WARH, T ¢ WA ECEIEHE C RN e 5
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FKrh 2D E A RBURE R TG, 7T LAY - 24
P R R AR 28 RS TR B, X T axX — Rk i 2R 25, 01D
FE SN - 2R R R
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@)U g, = 565
(3)V g€ ICSG, ‘ &i- S’ =1, Hr ‘ &i- S‘%‘?ﬂ?g@gi
(ORIERERIVE 5@

(HA(g) =max > Alp(g,ge).ple. i), H

(g, DE SC

Hoge, I gy BTG, ACg,) BRI g, HITA w B 5
i ge, IS EERR S Z L, ACp ( gy gen) > p(gny i) RN
&op Qg DEIFUL p(gy, go) ISR .
4.4 ETHERENMEURFERTE

AVEACY R - 2 K P 3 B2 58 1% (PELL-clustering)
DA RS TR ME I 52 A 28 i) M B 8 - 24
P A R - B e AT Bk OB 4R P i — ool
YER TR0, G2 T A 1) 80U P EE AR X T
BT 30 3R 2 R A, ek 3k 4R v 8 DT 2H R TE I
WY R -2 R RGN R, EHT R R LR
O, R BUZ BRI oL B i 1 JTTA N T — AR i
O, BEZ R H B AR JTd I3 AAH N Y 0 R K 5E
PrI AN R R A5y 1k R &5 Bk R 2R
AR TR JCH AR R, M3 2650 3 AT
OB PR B O i A M s T AR S X R 3 R O AR
B AT A IR 55 0% A6 36 A HE AR TR A & PR i iz A T
1, G TE R R ALY R -2 E 2 R B
iR WLE R 2.

FIR25 1 BEWIIRAL TAE B3 1.1 b Bk
BRI PATIE , CHE S8 | i, R A R TR &
SRR R R, N TC R A - 2R IR, AT AE O(1)
FRYEST T PN 52 1G5 565 2 AP BB LI IR Hh i — S ST A AW
TR FER A 3 DA — D R BN =
], 2008 3.1 AT 3.4 02 06 A 2 /i 7% 19 00 i 4k T
1B, A — X R sl AT LR S 2 R R T o
HEA N WIHCIF ) SZ A BE R O (Nyy,) » 2258 3.5 16
PR I 2 05 2R 28 A ST I S i R A — U B
XA AT — IR LA, e RGO T2 O (Nyye) Y
B, 4 24 B OB I AE 1R, TR 3.5 BTty i B [
AR 01 x Nyy) , R 3.6 BT 3.8 R H Bk
TR 1 L AR B EAAN R O (N, = Nsg) 5 18
LS 3 2 BRI TR O(Nye) + O(Nyyy,) + O
(IX Ngge) + OCNyyye = Nsg) = O( Ny x (1 +3) = Nyg)
~ O(1 % Nyyo) s B 4 LR AE ST 4 o0 19 3 7
PR W C T A B B L fe il 1 5 o, i 7 6 B[R] 7 B
WAL TR O(Nuo/ ) s LR 5 B RFEM AR AZ A
T PBR S, LR I EAR R AT B ATz AL R A
SR SCHR 13 ] A e iz A SR, B HERR TR AT & 1
AR N WEIREBL T QEIZAL B R O (N,
x Max _ Nyg) , HoHp Max - Noo 3678 254 R 2 p S Bt K

{H, 2P 9R 5.2 SR BUS R L AIZ AL I R S 24 B2l O ( Max
Nyg x Ng) , 802 A B B RN K Ny /1 x (O (N, %
Max _ Ng) + O(Max _ Ngg x Ng)) = O( N, x Max_ N
X (Ns+ N,;)/1).

L5 BT R R R AR 0 (1) + 0 (1 x
Nupie) + O(Nyyyo/ 1) + O (N X Max _ Ngg x (Ng + N,;)/
1) = O(1x Nyyge + Nygie X Max _ Ngg) = O( Ny, .

Hif2 MEAY B - HEMEEEEEE (PELL-cus-
tering)

WA RPN TR R EAER T, 2RSS

B AR - R E R R PT

AR

1. Ptk

L1 EEdER T EURENE S RBEE NG, IR Ny < 1, 1R 1]
EHE H;

1.2 WERE®RE IC_ T=C;

1.3 B4 PT=;

2. M T AL AN TCd ¢

3. While (Ns=1) do

3.1 AW SC T by, = ¢

3.2 IR N = 15615

3.3 T=T-{t};

3.4 ¥ T PBUBMES 1, AR ICAUINA Y RIS IC_ T

3.5  While (Ngg< 1) do

3.5.1 T I T R EUEME S SC A JTALR R e 4L B,

BR8N TR min _ tuple ;

3.5.2 SG = SGU | min _ tuple! ;

3.5.3 IC_T=1IC_T~- {min_tuple!;
3.5.4 T=T- {min_ tuple};

3.5.5 FOHH RSO R SC B 1o,

3.6 PT = PTU SG;

3.7 EEE TP URIEE S MBS N

3.8 t=EES 1, B G

4. While (T % &) do

4.1 FEHLEBOTYL ¢ 315 ¢ 5 PT R B SN RO MIEE;
4.2 B AR B R/ SEM RIS

4.3  T=T-1{1l;

5. For (B4~ PT RSN ERI SC)

5.1 QI-generalization( SG) ; / % X f T (¥ AR R AF @ M 31772 4k
%/
5.2 S- generalization( SG);
Return PT.

5 KWRERSH

5.1 XBHIERSH
SIS HE 52 K A UCI Machine Learning Repository 7
OB ifE Adule B8 48 1280008 48 v 5C N 13 2 e

* http: //archive. ics. uci. edu/ml/ datasets/ Adult
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FARS, A IF U 2 4 R 4, O I B A7 A6 B4 (8 1 i
ST 45 222 ZRACSR, IS NEE, b T E TS, AL
VEBUL ) 6 AN EHEAE BTN S, IR 5
AN B PRI B M 1A S BURE %, & TR

HARR AR IR 4 s
R4 HIREEMEHR
No. Attribute Type Distinct Values
1 Age Numeric 74
2 Work class Categorical 8
3 Education Numeric 16
4 Marital-status Categorical 7
5 Sex Categorical 2
6 Occupation Sensitive 14

B[ Occupation | A HURE 1, Z B HAH 14 A
[ 0% VA, W B PR 4% - B i B S, TR R
B3 AE S [0,15) . F A 20 AL S b R A3 b () 2ok A - 1
SORHER 4 B 15 A XA, KR BE N 1, B B 7
RO DMK EE 5 R IX A B TR L 250 26 2 )21
RS 3 L B2 [0,5),[5,10) F1[10,15) 5 4
KR 3 2 WA 5 00,15) . [FIF, 2 AL IR %
T =K, X D ik s 2% v i #8508 P [ Oceuapation ] i A
P47 )8 1 51 [ Guarding Attribute |, B AL 36 B 20 % i 5% 1)
GA H 0 5 LR BB A1 55, 10% 12 5% 19 GA i R %S,
TR 709% 10 5% M IR 1E, FF PR & CA MR R A
HasGA, Ji 05 5545 24 NoGA .

SIS A B A8 2K BE 5 BT 1) A D TE R AT 4
BT B AS SO A AR 55 SOk (3 ] -2 e ST
DA N SCHR (5 19 BT 32 1) k-member SRS H 22
Wi [-ZREPEJFE B -member 52880 E 47 LA, W)
R TP AN B 3 v R SRR PR v AR B ik 1 2 0 A
PEAL TR K . SE 50 (1 RE A A58 R Intel Core(TM)2 Duo CPU
F4600 @ 2.40GHz,1.99GB Y AT ;s B-1E R SN Microsoft
Windows XP, B4 7E VC++ 6.0 5 Matlab 7.0 1B 4 #7055
ESR
5.2 EERKRESH

—MERIFEREM A EH () AN, G KE
ILR, (T = ILyyyy, (T) /1 T T8O 20 AS ] f 52 36
IS UESA L P RE , 25 4 R A SR RS 1

S5 —2H 5256 U #E NoGA 1 HasGA R {5 B L ),
B 2Ca) FIE 2(b) 430 45 1 T FEAS[R) 28 40 T 1 A
RACER . Opyean T A TCORI B PEAF BB K B, Horp
ZREMESE L B4, NE 2 ] LB B, NS R
JEYE, RATEE W5 BRI E R A Opean
F3E R AL R S5 25 00 T, AL R FA DR 3P 5 oK
S SR A R TR M 1 A AR s e A B R
BLR, BOE TR SK R W R AR 3 BT

SR PERZ AL, T A T S 2 fE Bk

9 Information loss ratio of table(NoGA)

st

ILRT/100%
A a0 o N

w
T

2+

1 1 1 1 1 1 1 1
0.05 01 015 02 025 03 035 04 045
derta/breach
(a) NoGA
25 Information loss ratio of table(HasGA)
20

ILRT/100%
>

=
o
T

015 02 025 03 035 04 045
derta/breach
(b) HasGA

B2 FRRGMIMES, T HEEHKE

55 T S U A PELL-clustering 4.7k 5 - ZREYEAT
MCHEY - member S FIL I MERE. B 3 45 T AR 1
B =R LG B0 B LA, Hoh e AR AT I8 A
BQI N 5, 5052 B HasGA, TCAH By 45 222, K 3
AL =R EIE IS BB AR | A A3 K
I Bk LAER, A R T & s LA B0 2 )
T MZ AR BE 23 8 vy, DT RS BT 22 A L 2 . [
4 g 1 B 6, BHRFE B HasGA , TCALEL R 45 222, 764N [
FRRAFIBAE A0 QIR =R AL 15 B4R He AL
H I 4w =R ARG B BUR E AR BEE | oI A

Information loss ration of each algrthm

5 )
0.05 0.1

30

—+— I-diversity
| —&— I-member
—o— PELI-clustering

N N
(=] o
T

ILRT/100%
=

B3 ARUETEBBRRERLE



5 M +

P — P T R AL B RA B 44 77 15 889

R4 RT3 I, 529K | QF | (384 R A 75 75 Bz AL 1 J 1k
W2 A5 BAUR BRI

Information loss ration of each algrthm

26
—— I-diversity
—a— [-member
22+ —e— PELI-clustering

6 1 1 1
1 2 3 4 5 6

[
B4 AFIQIME TR BHRB R

5.3 BUTETE S AT

K5 5 THEANTR 1 AE T = Fh 82 50T st R) 9 e
A HA AR AT JE AN B0 Q1 1l 5, B0 R L HasGA,
TN 45 222. (&L 5 1, = Bl L AT I ) T 43
B (A3, IR R (B, 3R 28 0 YR B
Z N e LS sk 2l 2. &/ 6 Oy 1 B 6, K i & B
HasGA, JCALECH 45 222, 76 [ MERR IR A I8 A5 Q1
IR =R AT ) L 8. B &1 6 0, Bl | QT HE )
B, =R AT B ) S Bl B0, PR SRR R

Execute time of each algorithm

1100

I 1-diversity
1000] 7 I-member

900 PELI-clustering
« 800
)
E 700}
8 600f
3
8 500+
X
= 400t

300} 7 ) o

200+

100f

0
2 4 6 8 10
1
Bl5 RNRMET AT i R L8
Execute time of each algorithm
400

| I I-diversity
380" =3 I-member
300F PELI-clustering

Execute time/s

2 3 4 5
|1

Bl6 [F|QNME T BT I 1A EL gk

FEIEPEA B Z 0, B UCR R P K s v 8ol 2
WSRO R, AT | 762 B A I ) 4

350, NEL S FE 6 AT LAE H FERIE 551 T, = Fil
Ak PELI-clustering 55 A #0147 B 8] 4 2>, I- member
SRR IAT I [A] f 22 , 3X & 1T - member 5315 7E R 26
I AR, i ST R A SRR 1 4 b A JC A (]
HA5 B4 2, T PELI-clustering B 125 H 75 355 .0
Fifg e 46 A A e 2H B A5 S0 2k

6 Zit

AR SR X B A A b RS B PR IR 55
B T R N R X T B A o e I Y
B ZAS R T 2o T SRR M ) O A e M S B
PO S5 B 5K, IR, TEAB GE 1-22 FF Pk D J0) 9 iy I
FESCT YRR (-2 RV IR, A 5w 2 T A (-
ZAEPERIBRFAGR Y 5380, AR SRS T A A R (-
ZHEPE 3 B 25 (PELL-clustering ) 38925 , 38 i X i e S 34 T
WA B I T AN R - R AARE
AL gk AR, PELL-clustering B iE AN 51558
BT REN -2 R TR (5 B0 B, 1M HL
A /NI A, A R0 e R AL R

T AR A SO A M B, LR & T
U E P B — I B0, T B S Y AR 22 B HE A R T fE
F1 55 ZAHURE M, BT — 2B WE S I ) 2 U R P
B PEA B FA DR 3 5]

S 3k

[1] Sweeney L. Computational disclosure control: A primer on data
privacy protection[ D] . Massachusetts Institute of Technology,
2001.67 - 82.

[2] Sweeney L. k-anonymity: A model for protecting privacy[J].
International Journal on Uncertainty, Fuzziness and Knowledge
Based Systems, 2002, 10(5) : 557 - 570.

[3] Machanavajjhala A, Kifer D, Gehrke J, et al. [-diversity: Priva-
cy beyond k-anonymity[ J]. ACM Transactions on Knowledge
Discovery from Data,2007,1(1):1-52.

[4] LiJY,Wong R C W, et al. Achieving k-anonymity by cluster-
ing in attribute hierarchical structures[ A ]. Proceedings of the
8th International Conference on Data Warehousing and Knowl-
edge Discovery[ C] . Krakow, Poland, Springer Press, 2006 . 405
—-416.

[5] B, IFG, T, 5. — R T REMNEUEES ik

(T] 3k F241,2010,21(4) :680 — 693.
Wang Zhihui, Xu Jian, Wang Wei, et al. Clustering-based ap-
proach for data anonymization[ J]. Journal of Software, 2010,
21(4):680 — 693. (in Chinese)

[6] Aggarwal G,Panigrahy R, et al. Achieving anonymity via clus-



890 H +

2 2012 4F:

tering[ J]. ACM Trans Algorithms,2010,6(3):1-19.

(7] BTy, ol TR B BURUR M -2 Rk B 4 AT
(V] A FRHL AL 5151 .2010,31(20) :4378 — 4381
Teng Jinfang, Zhong Cheng. Clustering based sensitive attribute
I-diversity anonymization algorithms[ J] . Computer Engineering
and Design,2010,31(20) :4378 — 4381 . (in Chinese)

[8] Xiao X K, Tao Y F. Personalized privacy preservation[ A ].
Proceedings of the 2006 ACM SIGMOD International Confer-
ence on Management of Data[ C].New York, NY, USA: ACM
Press,2006.229 — 240.

[9] Ye X J,Zhang Y W, et al. A personalized ( a, k)-anonymity
model[ A] . Proceedings of the 9th International Conference on
Web-Age Information Management (WAIM’08) [ C] . Zhangji-
ajie, China: IEEE Press,2008.341 — 348.

[10] Shen Y G, Liu Y H,et al. Personalized granular k-anonymity
[A]. Proceedings of International Conference on Information
Engineering and Computer Science ( ICIECS’ 09) [ C].
Wuhan, China: IEEE Press,2009.1 - 4.

(1] SRR, TR, BECRE, BF 01 ) SR A ML R A
P[] AL P24, 2010,38(7) : 1723 - 1728.

Han Jianmin, Yu Juan, Yu Huiqun, et al. Individuation privacy
preservation oriented to sensitive values[ J]. Acta Electronica
Sinica,2010,38(7) : 1723 — 1728. (in Chinese)

[12] Wang P S. Personalized anonymity algorithm using clustering
techniques[ J] . Journal of Computational Information Systems,
2011,7(3) :924 - 931.

[13] Bayardo R J, Agrawal R. Data privacy through optimal k-
anonymization[ A] . In Proceedings of the 21st IEEE Interna-
tional Conference on Data Engineering [ C ]. Tokyo, Japan:
IEEE Press,2005.217 — 228.

fEE "I

T OB B 1982 FETWITLA . WKL
TRKAIEYR S SH AR BT 58 B
FEIT 1 R BAEIE I R AR HLde 2]

E-mail : hust_ wb @ 126. com

B #1962 FEE T RIR TG R
JRE TR RYR A SR A e il LA
Ui, B8 WEFE 5 1) D AR A2 B L B ARA PR AL

3.



